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In 2016 Phil Denham of The HBP Group cycled across Scunthorpe and Hull with a rucksack full of technology
scanning WiFi networks in order to understand the levels of security that were in place. The results were
shocking, with 73% of WiFi networks picked up were using outdated or insecure levels of security.
Five years on The HBP Group have repeated the survey and seen a significant shift in the results with
just over a third of networks now showing potential issues.
“The results are very encouraging,” explained Phil, “and even though there are still some networks
using older technology there are instances where this isn’t a huge problem. What we were trying to do
with our first survey was highlight any insecure WiFi networks that were part of a larger IT network
could cause a security risk as they can be easy to hack if you know what you’re doing.”
“If the WiFi network is separate to any company data, or is left open for other genuine reasons, then
the risk is not too big, so the improvement in the statistics is great to see. Technology has definitely
improved over the past 5 years and anyone that has replaced their router since 2016 should have benefited
from these updates and as a result improved their own security.”
The study worked by picking up WiFi networks which were publicly broadcasting to devices in their
vicinity, in the same way that a smart phone would pick them up when it was close to it. HBP were able to
analyse this data to understand which type of encryption levels the WiFi network was using and therefore
whether or not it was using a recommended security format.
Unlike the first survey, this time around the data wasn’t collected on a bike,
“The first one was such hard work, and it took us weeks. I don’t think we admitted it, but we had to
finish it off in one of our vans just to get all of the data. I’m five years older now so there’s no
way I could do it again. This time round it was much easier to collect the information from behind a
wheel rather than on a saddle!”
The HBP Group are strong advocates of cyber security solutions for businesses and the War Biking project,
which was run in conjunction with one of the leading cyber security businesses in the world, Sophos,
formed part of a big awareness campaign in both Hull and Scunthorpe in 2016. However, Phil is quick to
point out that in five years the world of cyber security has changed significantly and businesses are
facing a new type of cyber threat,
“Back in 2016 there was a genuine risk that a business could be hacked by someone sitting outside an
office and hacking into the WiFi. Today it is pretty unlikely as hackers are using different techniques
that are easier for them and, unfortunately, more effective.”
“If we could, we’d run a similar campaign focusing on two-factor authentication, this is the
technology that prevents hackers accessing things like email accounts with just a username and password,
instead the hacker needs some form of user approval, normally via a mobile phone. Passwords are commonly
lost, accidently given away or guessed, so two-factor authentication is a brilliant way of stopping this
type of attack, which is the most common one we see today.”
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“The reason we wouldn’t do a survey on it yet is that we know what the results would be, terrible!
I’d guess less than 10% of businesses will be using this technology at the moment, but we are seeing
that change and it is starting to rise up business’ priority lists, so hopefully that continues. In our
opinion, two-factor authentication is the most important cyber security solution for businesses to be
using right now.”
The HBP Group were established in 1991 and consists of HBP Systems Ltd, Kamarin Computers and Jugo
Systems. They provide a range of IT support and IT solutions, and more information can be found at The
HBP Group (https://it.thehbpgroup.co.uk)
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