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Simple and efficient fraudulent scheme targets customer’s password and User ID
A fraudulent scheme targeting the online credentials of Lloyds TSB customers features in the latest
E-Threats Landscape Report
(http://www.malwarecity.com/blog/bitdefender-e-threats-landscape-report-322.html) from BitDefender. The
phishing attack features a plain, yet clever unsolicited message instructing ‘customers’ to follow a
link and confirm their account information.
The link does not lead to the e-banking portal, but to a collection of web pages that employ several
visual identification components of the original web site, namely the bank logo (a bit blurry and
disproportionately resized) and the general formatting elements.
The e-thieves seem to be interested only in the User ID and password, which they harvest via login.php
script, and the memorable information, which they lift using login1.php script.
Some elements of the phishing attack are flawed, however. Even though all menu options are available,
clicking any of them will return a "404 Page Not Found" message. Moreover, one can easily see that the
web page address mimicking the genuine web site, actually loads from a domain registered in Brazil (.br
instead of .com).
The usual security elements that you would expect to find on an e-banking site are also missing, namely
SSL encryption (Secure Socket Layer) and security authentication methods (no "https" prefix and locked
padlock).
About BitDefender® www.bitdefender.co.uk
BitDefender is the creator of one of the industry's fastest and most effective lines of internationally
certified security software. Since its inception in 2001, BitDefender has continued to raise the bar and
set new standards in proactive threat prevention. Every day, BitDefender protects tens of millions of
home and corporate users across the globe - giving them the peace of mind of knowing that their digital
experiences will be secure. BitDefender solutions are distributed by a global network of value-added
distribution and reseller partners in more than 100 countries worldwide. More information about
BitDefender and its products are available at the company’s security solutions press room.
Additionally, BitDefender’s www.malwarecity.com provides background and the latest updates on security
threats helping users stay informed in the everyday battle against malware.
Photos are available on request.
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