Chinese Cyber Attackers Will Target UK Businesses, Says IT Expert
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London, 26 January 2012: International information security expert Lieutenant Colonel (Ret’d) William
Hagestad II is today warning UK businesses could fall victim to cyberattacks from China unless they
improve their cybersecurity.
Speaking at Cyber Defence & Network Security 2012 (http://www.cdans.org/Event.aspx?id=598092) in London,
Hagestad said: “The threat of Chinese cyberwarfare cannot be ignored. Cyberattacks are a clear and
present danger to the experienced and innocent alike and will be economically, socially and culturally
damaging for the nations targeted.”
Hagestad continued: “China is using and will continue to use state-sponsored cyberwarfare to promote
the nation’s own imperialistic national interests. The US has been a target for Chinese cyberterrorists
and the UK, as a long-term American ally, will be next in the sights of the Chinese. The UK business
community will be a likely target because of the role businesses play in supporting the country’s
economy. Businesses should be putting proper measures in place to protect employees, clients and internal
networks from attacks.
“Businesses throughout the country must improve their cybersecurity and the government should be taking
the lead on this objective,” Hagestad added. “The UK government has been proactively researching this
particular issue and trying to encourage businesses to improve their cybersecurity, given the number of
businesses in the UK which retain sensitive data relating to customers and internal plans, procedures and
projects. Through a combined public, private and academic partnership, the UK and other countries can
move towards defending against an advanced persistent threat such as that of the People’s Republic of
China.”
Hagestad continued: “Advanced persistent threats, or APTs, are coordinated and sophisticated attacks
often carried out by state-level entities. The goal of an APT is not to bring down a business but to stay
embedded and suck out information at a slow, undetected pace. The ever-evolving, strategic nature of
these attacks means it is imperative businesses have the latest strategies in place to defend themselves.
The government must do more to make businesses aware of the threat faced by APTs and businesses must
ensure they have the proper cybersecurity strategy in place. ISO27001 is the international best practice
for protecting information assets from cyberattacks, and the sooner companies comply with ISO27001, the
sooner they will be secure.”
Hagestad concluded: “The threat from Chinese cyber attackers is very real, and without the correct
measures in place, the consequences could be disastrous for the UK’s business community and the country
itself.”
Lieutenant Colonel Hagestad’s book 21st Century Chinese Cyberwarfare
(http://www.itgovernance.co.uk/products/3697) (ISBN: 9781849283342) will be published in March by IT
Governance Publishing. The book can be pre-ordered online for £75 at
http://www.itgovernance.co.uk/products/3697 (UK) or for $150 at
http://www.itgovernanceusa.com/product/2376.aspx (US).
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NOTES TO EDITORS:
IT Governance Ltd is the one-stop shop for books, tools, training and consultancy for governance, risk
management and compliance. The company is a leading authority on data security and IT governance for
business and the public sector. IT Governance is ‘non-geek’, approaching IT issues from a
non-technology background and talking to management in its own language. The company’s customer base
spans Europe, the Americas, the Middle East and Asia. More information is available at:
www.itgovernance.co.uk.
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