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iStorage, the award winning and trusted global leader of hardware encrypted data storage solutions has
today unveiled the future of cloud security; cloudAshur (patent pending). The UK-engineered device is a
revolutionary cloud data storage security solution which tackles the issue of cloud security head on.
With cloud computing still in its infancy, security of data, systems and services is a concern for 9 out
of 10 cybersecurity professionals, according to a 2018 report
(https://www.alertlogic.com/resources/industry-reports/2018-cloud-security-spotlight/). iStorage’s
cloudAshur is a truly groundbreaking solution which allows users to securely store, share, manage and
monitor data in the cloud. The device eliminates security vulnerabilities such as lack of control,
unauthorised access and human error with industry-first levels of encryption and extensive security
features. These include military-grade hardware encryption and an intelligent brute force hack defence
mechanism.
The ultra-secure PIN authenticated, hardware encrypted, and collaborative cloud encryption module
encrypts all data in transit and at rest, using a hardware-based AES-XTS 256-bit encryption key securely
stored on the cloudAshur device. With this device, the user alone retains full and secure control of the
encryption key, keeping data completely safe, even if the cloud account is hacked.
cloudAshur employs an unprecedented five factor authentication process which includes the cloudAshur
hardware security module plus the user’s own configurable PIN (7-15 digits), username and password for
the iStorage cloudAshur app, knowledge of where and with whom data is stored and the client account
username and password.
Working alongside the cloudAshur device is the iStorage KeyWriter (patent pending), which enables secure
file sharing in the cloud as well as via email and file transfer services in real time and the iStorage
cloudAshur Remote Management Console, which offers full control of all deployed cloudAshur hardware
modules with a wealth of features to manage and monitor all users, such as, temporarily disable or reset
users cloudAshur modules, restrict file types, view users log files and display users location.
John Michael, CEO of iStorage said, "To achieve data privacy, encryption of data is important, but
protection of the encryption key is vital. To be a truly secure solution, it is imperative that the
encryption key is stored away from the data. Cloud storage is still very much in its infancy and that
means it’s vulnerable to hacks and data breaches. Many organizations veer away from using cloud storage
for that reason – with high profile breaches affecting even the largest of organizations, it became
clear that a new approach was needed."
"The cloudAshur Hardware Security Module is our answer to the biggest issue with the cloud, that is data
security. It uses a FIPS certified randomly generated AES 256-bit encrypted encryption key, stored within
the dedicated iStorage secure microprocessor which itself is CC 4+ ready."
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To find out more or to if you would to review, visit: https://istorage-uk.com/istorage-cloudashur/ or
contact +44 (0) 20 8991 6260.
About
iStorage is the trusted global leader of award-winning PIN authenticated, hardware encrypted data storage
devices. Delivering the most innovative products to securely store and protect data to military specified
encryption levels; safeguarding valuable business information whilst ensuring compliance to regulations
and directives.
Industry Awards won: 2013 UK IT Industry Awards Winner, Computing Security Excellence 2016 Awards SME
Solution Award Winner, 2017 UK IT Industry Awards - Highly Commended for the UK Innovation and
Entrepreneurship Award, PC PRO Security Product of the Year 2017 for diskAshur PRO² and 2018 Security
Today Magazine New Product of the Year – Winner in the Tools and Hardware Category. iStorage is also
featured on The Sunday Times Hiscox Tech Track 100 2016 List of Britain’s fastest growing tech
companies, FT 1000 Europe’s Fastest Growing Companies 2017, London Stock Exchange Group’s 1000
companies to Inspire Britain 2018 and 2018 FT Future 100 UK list of the fast-growing businesses that are
shaping the future of their sector and making positive impact on business and society. 2018 John Michael,
recognised as Top 100 BAME Leader in Tech. 2019 diskAshur PRO² wins Best Encryption product at Infosec
Awards Winner Cyber Defense Magazine.
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